owenpayne

Our Privacy Notice

The Company is a recruitment business which provides work-finding services to its clients and work-seekers. The
Company must process personal data (including sensitive personal data) so that it can provide these services —in doing
so, the Company acts as a data controller.

You may give your personal details to the Company directly, such as on an application or registration form or via our
website, or we may collect them from another source such as a jobs board. The Company must have a legal basis for
processing your personal data. For the purposes of providing you with work-finding services and/or information
relating to roles relevant to you we will only use your personal data in accordance with the terms of the following
statement.

1. Collection and use of personal data

The types of personal data The Company collects:

e  Full name, date of birth, address, email address and telephone number’s

e  Details of your qualifications, skills, education and work history

e  Right to work documentation (including national insurance number)

e  Emergency contact details

e Bank details

Payroll Information regarding tax and national insurance

Information about any unspent criminal convictions

Clock in card/ record of working hours

e Details of working patterns and attendance

e Performance assessments including details concerning details of involvement in disciplinary and/or
grievance procedures

e Information collected from references and pre-employment checks from third parties

e  Background Employment Checks for certain roles; including DBS’s, terrorist checks, credit checks and
terrorist checks

e  Preference to communications regarding marketing

e  Use of CCTV footage

e Previous employment details

e  Equal Opportunities

The Company is committed to ensuring your personal data is stored securely and confidentially. We will ensure that
appropriate electronic and procedural safeguards are in place to protect and limit access to your personal data.

a. Purpose of processing and legal basis

The Company will collect your personal data (which may include sensitive personal data) and will process your
personal data for the purposes of providing you with work-finding services. This includes for example, contacting you
about job opportunities, assessing your suitability for those opportunities, updating our databases, putting you
forward for job opportunities, arranging payments to you and developing and managing our services and relationship
with you and our clients.

In some cases we may be required to use your data for the purpose of investigating, reporting and detecting crime

and also to comply with laws that apply to us. We may also use your information during the course of internal audits
to demonstrate our compliance with certain industry standards.
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The legal bases we rely upon to offer these services to you are:

Your consent

Where we have a legitimate interest

To comply with a legal obligation that we have

To fulfil a contractual obligation that we have with you

b. Legitimate interest

This is where The Company has a legitimate reason to process your data provided it is reasonable and does not go
against what you would reasonably expect from us. Where the Company has relied on a legitimate interest to process
your personal data our legitimate interests is/are as follows:

e  Defending Claims/Internal Security

e Assessing suitability for work finding services

e  Background employment checks as and when required by the company and/or the relevant
client

e Information Security, to prevent personal data breaches and cyber-attacks and Website
Security (to view our separate Private Policy relating to web based and digital security please
visit : www.owenpayne.co.uk or contact our HR Department for a copy of this)

e  System Monitoring, to ensure correct processing and efficiency of data processing

e  Compliance to internal policies and procedures

e  Professional learning and development administration

e  Business Conduct

e Time recording and reporting

e Emergency Contacts/ Next of Kin data

e Legitimate research including product development and improvement

e  Personalised service and communications

e  Monitoring conduct and performance

e Implementing procedures and assessing training needs

The Company may also process special categories of personal data, concerning disabilities, health/medical conditions.
This is to ensure protection of your vital interests, ensure compliance to our legal obligations and to assist with
reasonable adjustments.

c. Recipient/s of data

The Company will process your personal data and/or sensitive personal data with the following recipients (where
absolutely necessary):
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Our Clients either through introduction or supply

Candidates former or prospective new employers in order to obtain or provide references

Recruitment Employment Confederation

Our Insurers

Our Banking Services

Our Legal Advisors

Our Social Media Pages — Facebook, Twitter and Linked In

Our Job Boards — Findajob, Total Jobs, Indeed, Broadbean

Our IT - Alchemy Systems Ltd

Our Recruitment Software - Intersoftware Recruitment solutions

If Pre-Employment Checks are required these will be processed via :
e Disclosure and Barring Service

e uCheck
e  Veriphy
° DVLA

e  Experian


http://www.owenpayne.co.uk/

d. Statutory/Contractual Requirement

Your personal data is required by law and/or a contractual requirement, and/or a requirement necessary to enter into
a contract.

The Company will collect certain personal data to meet statutory obligations, such as the Conduct of Employment
Agencies and Employment Businesses Regulations 2003. The Company is required to check individual’s identity,
right to work, suitability for the role, qualifications and experience. The Company may also need to process
personal data in order to co-operate with regulatory bodies such as ICO and the HMRC.

The Company will process personal data to ensure performance of contractual requirements, i.e. it may be that
one of our client’s requires certain personal data.

The Company relies on collecting your data to enable us to enter into a contract with a work seeker, client or
supplier. We will need to collect personal data in order to define terms, obligations and billing/payment
agreements.

You are obliged to provide the personal data and if you do not the consequence of failure to provide the data is The
Company may not be able to provide work finding services, such as engage a temporary worker for work or provide
workers to a client site.

The Company will not transfer the information you provide to us to countries outside the European Economic Area
(‘EEA’) for the purposes of providing you with work-finding services. The EEA comprises the EU member states plus
Norway, Iceland and Liechtenstein.

2. Data Retention

The Company will retain your personal data only for as long as is necessary for the purpose we collect it. Different laws
may also require us to keep different data for different periods of time.

The Conduct of Employment Agencies and Employment Businesses Regulations 2003, require us to keep work-seeker
records for at least one year from (a) the date of their creation or (b) after the date on which we last provide you with
work-finding services.

We must also keep your payroll records, holiday pay, sick pay and pension’s auto-enrolment records for as long as is
legally required by HMRC and associated national minimum wage, social security and tax legislation.

Where the Company has obtained your consent to process your personal and sensitive personal data we will do so in
line with the below retention periods. Upon expiry of that period the Company will seek further consent from you.

Where consent is not granted the Company will cease to process your personal data and sensitive personal data.

Our Retention Periods

a) for at least one year from the date from (a) the date of their creation or (b) after the date on which we last
provide you with work-finding services - Conduct of Employment Agencies and Employment Business
Regulations 2003;

b) for 2 years from the end of your last period of engagement or employment for the purposes of providing
evidence of right to work checks;

c) for 3 years from the end of the relevant year for the purposes of any parental/adoption pay and/or leave
records;

d) for 6 years from the end of each tax year for retaining financial (accounting/ payroll) records;

e) for 6 years from the end of last period of engagement or employment for the purposes of any contractual
agreements;
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3. Your Rights

Please be aware that you have the following data protection rights:

e Theright to be informed about the personal data the Company processes on you;

e Theright of access to the personal data the Company processes on you;

e Theright to rectification of your personal data;

e Theright to erasure of your personal data in certain circumstances;

The right to restrict processing of your personal data;

The right to data portability in certain circumstances;

e Theright to object to the processing of your personal data that was based on a public or legitimate interest;
e The right not to be subjected to automated decision making and profiling;

e Theright to withdraw consent at any time.

Where you have consented to the Company processing your personal and/or sensitive data you have the right to
withdraw that consent at any time by contacting our HR Department:

28 Waterloo Road

Wolverhampton

WV14BL

01902 714122 Option 7

There may be circumstances where the Company will still need to process your data for legal or official reasons. We
will inform you if this is the case. Where this is the case, we will restrict the data to only what is necessary for the

purpose of meeting those specific reasons.

If you believe that any of your data that the Company processes is incorrect or incomplete, please contact us using
the details above and we will take reasonable steps to check its accuracy and correct it where necessary.

You can also contact us using the above details if you want us to restrict the type or amount of data we process for
you, access your personal data or exercise any of the other rights listed above.

4. Complaints or queries

If you wish to complain about this privacy notice or any of the procedures set out in it please contact:
Lisa Lovell (Managing Director)

28 Waterloo Road

Wolverhampton

WV14BL
01902 714122
You also have the right to raise concerns with Information Commissioner’s Office on 0303 123 1113 or at

https://ico.org.uk/concerns/, or any other relevant supervisory authority should your personal data be processed
outside of the UK, if you believe that your data protection rights have not been adhered to.

Version: May 2018
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